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Scventh Semester B.E. Degree Examination, JulyiAugust 2022
Gryptography

Max. Marl<s: .30

l\ote: Answey nny FItr/E.full questions, cltoosing ONE full qnestiott.from euch ntodule.

Module-l
a. [rxplain the concept ol.(ireatest Conrnron Divisor with respect to ELrclidean Algorithrn with

sLritablc cxanrplc. (05 \Iarl<s)

b. tlnclly explain thc propcrtics o1'nrodular arithrrctic, u,ritc tlrc tablc of aclclition rnodulo 8.
(07 ]Iarks)

c. lrinc'l GCI) (2740, 176,0). (04 \tarks)
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OR
Discuss the properties o1'GroLrps, Rings and Fielcls.
What are Ihite lle lcls o1'the lbrm CIr(P) and explain
GF(P)
Write a note on [:inite {leld ol'the lbrm GF(2'').

(06 !larks)
finding thc nrultiplicativc invcrsc in

(05 \Iarks)
(05 \Iarks)

-1

Module-2
F.rplain rvith a neat skctch the synrnretric Clipher model.
I-ist out various tcclrniques used in synrmetric ciphers. [::xplairr the
with an example.

[lncrvpt the plain texl "SECL]RITY" using Hill Clipher techniqLre kev

OR
Comparc Strcam C'iphcr rvith []lock Ciphcr.
Briefly explain with relevant diagrams the Feistel encrvption and decryption.
What is DIIS? L.xplain in detail thc' DF.S errcrl,ption algorithrn.

of AlrS.
c. Writc ii note on A[S kev erpansion algorithrn

(05 lIarks)
tcchniclLrc
(06 \Iarks)

(05 \,Iarl<s)

(04 -\{arks)
(06 Marks)
(06 \'Iarks)

(09 )Iarks)
(04 !larks)
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Moclule-3
a. l-ist dill'erence helu,een DlrS and AES. (03 \Iarks)
b With a neat sketch. exitlarn in cietail the steps involvecl in encryption and clccrvption proccs\

OR
a. [:xplain thcr inrportance ol Linear congruential generators. Why these gencrators cantrot bc

Lrscd fbr crvptography. (0,1 \Iarks)
b. What are linear fbed back shilt generators'l l-ist different typcs avarlable. (05 \Iarks)

c. l:xplain rvith rclevant skctchcs : (i) Geftc Generator (ii) Gollrnann cascadc. (07 \{arks)
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Module-4
I1-'P' is prit.nc and 'a' is a positive integer not clivisible by'P'

Write an cxplanatory lrotc ott C'hittese Rettrailldcr Tlleoretlt.

llriefly explain thc cot-tccirt of Discretc Logarithnl atld

crirl-rtography.

Thcu, provc a "

shou' hoi,i

tstu.c,1 44

: i(nrod I') .

(05 IIarks)
(05 \larlis)
Lrsclirl in
(06 \larl<s)

oR
What is t)Lrblic Kc1,' Cr1-ptographv. Wrth relcvant steps cxplain the
qcncratiot't, encrv[)tioll and de crvlltiOn.

Uscrs A and IJ r-rsc I)-ll kc1,' cxchangc technique with cotrmon prinlc

root u : -j. A and B se lccts their sccrct kcys as X., = 97 anci X'l =
corrrputc thc public kcys Y, and Y,, also calculatc thc Collll.rtorl Secrct

Writc a notc on [:llcptic cut'vc crlptography.

Vlodule-5
What arc IIash lLrnctions, cxplain in detail SNIIFR.Ir']
Wrth a sLritable diagranr. [:,rplain the concept ol-MI)5
lrxplain rvith a nr:at diagrant^ ortc SilA tlpcratrort

OR
Lixplain the steps rnvolvcd in gcneration of DSA sigtlitture
Givc details about sccurity ot'DSA.
Writc a notc orr l)iscrctc Logarithnr signature schctnc.

*+***

conccpt o1' I{SA kcy
(05 )Iarl<s)

Q:3.5i ancl pltlritivc
233 rcspcctii,cly. thcn

key ' K'. (06 .\larks)

(05 }larks)

(05 \larks)
(()5 )larks)
(06 \larks)

(06 )larlis)
(05 \larlis)
(05 ]larks)
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